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Transaction Privacy in Payment System

cannot learn the transfer amount
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cannot learn the identities of sender and receiver
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Centralized Payment System

@ txs are kept on a private ledger only known to the center

@ the center is in charge of checking validity as well as protecting privacy
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Decentralized Payment System (Blockchain-based Cryptocurrencies)

@ txs are kept on a global distributed public ledger — the blockchain

@ to ensure public verifiability, Bitcoin (UTXO model) and Ethereum
(account-based model) simply expose all tx information in public ~ no privacy
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UTXO vs. Account-Based Model

Table: UTXO Model vs. Account-Based Model

Aspect UTXO Model Account-Based Model
Concept track unspent outputs (like cash) track account balance (like bank)
Privacy new add. per tx enhance privacy add. reuse reduce privacy
Scalability parallel validation sequential state updates
Functionality simple value transfers Turing-complete smart contracts
Complexity manage multiple UTXOs manage a single account

@ Compared to UTXO model, account-based model offers superior functionality

(DeFi/NFTs/dApps), but attaining privacy is more challenging due to state
persistence.

In this work, we focus on account-based cryptocurrencies.
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Evolution of Privacy-Preserving Account-Based Cryptocurrencies (PPABC)

Confidential Transactions

@ Chen et al. [CMTA20]: a framework of confidential ABC as well as an efficient
instantiation — PGC.

e Biinz et al. [BAZB20]: a concrete confidential ABC scheme — Zether.
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Evolution of Privacy-Preserving Account-Based Cryptocurrencies (PPABC)

Confidential Transactions
@ Chen et al. [CMTA20]: a framework of confidential ABC as well as an efficient
instantiation — PGC.
e Biinz et al. [BAZB20]: a concrete confidential ABC scheme — Zether.

Acquiring Anonymity
@ Biinz et als attempt: achieve n-anonymity via adding n — 2 extra decoy accounts
+ the Groth-Kohlweiss 1-out-of-n proof [GK15].
e Diamond [Dia21]: 1-out-of-n proof is insufficint ~ develop many-out-of-many
proof to build Anonymous Zether with n-anonymity on top of Zether

Other Works
e Madathil and Scafuro [MS23]: PriFHEte with full anonymity based on FHE, but
highly impractical due to heavy miner-side computation
@ Guo et al. [GKPH24]: PriDe CT supports multi-receiver transfer, but completely

compromises sender anonymity
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A Closer Look at Anonymous Zether
Anonymous Zether represents the SOTA of PPABC. We sketch it as below:
@ Each account is associated with an ElIGamal PKE key pair and an encrypted
balance, with public key acting as the account address.
@ To generate a transaction, the sender:

@ form an n-sized anonymity set (pky, ..., pk,) consisting of the sender’s, receiver’s
and n — 2 decoys' accounts pk;
@ decide a vector of transfer amounts (v1, ..., v,), where v; denotes the balance

change of account pk;: sender’s v; is non-positive, receiver's v; is non-negative, and
decoys’ v; are 0;
© encrypt each transfer amount v; under public key pk; with reused randomness p;
© generate a proof to attest the legality of the encrypted transaction.

pk1 pk2 pk3 Pk -
C1 = (9”,pk7g°) | Ca = (9”,pk59™") | Cs = (¢”,pksg") | Cs= (9°,pkig")
decoy sender receiver decoy
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A Closer Look at Anonymous Zether
Anonymous Zether represents the SOTA of PPABC. We sketch it as below:
@ Each account is associated with an ElIGamal PKE key pair and an encrypted
balance, with public key acting as the account address.
@ To generate a transaction, the sender:

@ form an n-sized anonymity set (pky, ..., pk,) consisting of the sender’s, receiver’s
and n — 2 decoys' accounts pk;
@ decide a vector of transfer amounts (v1, ..., v,), where v; denotes the balance

change of account pk;: sender’s v; is non-positive, receiver's v; is non-negative, and
decoys’ v; are 0;
© encrypt each transfer amount v; under public key pk; with reused randomness p;
© generate a proof to attest the legality of the encrypted transaction.

pk1 pk2 pk3 Pk -
C1 = (9”,pk7g°) | Ca = (9”,pk59™") | Cs = (¢”,pksg") | Cs= (9°,pkig")
decoy sender receiver decoy

However, Anonymous Zether suffers from three shortcomings!
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Shortcoming 1: Weak Security Model

Current model fails to capture insider attacks, notably, rogue-key attack (RKA)
< A is not allowed to register accounts using dishonestly generated public keys

decoy sender receiver decoy
pk1 pka pks3 pky
Cy = (9°,pk{g") | Co = (g, pkhg™") | Cs5=(9°,pks9") | Ci= (g, Pkiq")

launch rogue key attacks: sample o € Z,,, set pk; := pk*
distinguish sender/receiver from decoy by checking if Cy r = Ci'r
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vulnerability stems from randomness reusing ~ crucial for Anon. Zether's design

10/65



Shortcoming 1: Weak Security Model

Current model fails to capture insider attacks, notably, rogue-key attack (RKA)
< A is not allowed to register accounts using dishonestly generated public keys

decoy sender receiver decoy
pk1 pka pks3 pky
Cy = (9°,pk{g") | Co = (g, pkhg™") | Cs5=(9°,pks9") | Ci= (g, Pkiq")

launch rogue key attacks: sample o € Z,,, set pk; := pk*
distinguish sender/receiver from decoy by checking if Cy r = Ci'r

vulnerability stems from randomness reusing ~ crucial for Anon. Zether's design

Mitigation: require participants to provide PoK of their secret keys during registration
@ incur extra overhead for key verification ~ unsuitable for cryptocurrencies
@ impose artificial restriction on A ~» undermine the security model

© fail to defend against a wide range of insider attacks
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Shortcoming 1: Weak Security Model

Current model fails to capture insider attacks, notably, rogue-key attack (RKA)
< A is not allowed to register accounts using dishonestly generated public keys

decoy sender receiver decoy
pk1 pka pks3 pky
Cy = (9°,pk{g") | Co = (g, pkhg™") | Cs5=(9°,pks9") | Ci= (g, Pkiq")

launch rogue key attacks: sample o € Z,,, set pk; := pk*
distinguish sender/receiver from decoy by checking if Cy r = Ci'r

Technical Challenge 1

How to defend against a wide range of insider attacks (including rogue-key attack)?
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Shortcoming 2: Limited Anonymity

In Anonymous Zether, many-out-of-many proof requires that sender index ¢y and
receiver index /1 reside in orbits of opposite parity (i.e., £y Z ¢1 mod 2).

decoy sender receiver decoy
pk1 pko pks pka
C1 = (9", pk7g°) | Oz = (9”,pk59™") | Cs = (9”,pksg") | Ca= (9, Pk}g")
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Shortcoming 2: Limited Anonymity

In Anonymous Zether, many-out-of-many proof requires that sender index £y and
receiver index /1 reside in orbits of opposite parity (i.e., £y Z ¢1 mod 2).

decoy sender receiver decoy
pky pko pks pky
Cr = (9°,pk19°) | Co = (9”,pk5g™") | C3 = (¢*,pk59") | Ca= (¢",Pkig°)

Such constraint halves the anonymity guarantee, as it decreases the cardinality of the
set of possible sender-receiver pairs from n - (n — 1) to n?/2.

@ This deficit can be remedied by picking larger anonymity set, but comes with
increased computation cost and transaction size.

e Diamond [Dia21] outlines a potential method to eliminate this constraint, but it
requires linear proof size and substantial computation costs.
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Shortcoming 2: Limited Anonymity

In Anonymous Zether, many-out-of-many proof requires that sender index ¢y and
receiver index /1 reside in orbits of opposite parity (i.e., £y Z ¢1 mod 2).

decoy sender receiver decoy
pk1 pka pks pkay
C1 = (9", pk7g°) | Oz = (9”,pk59™") | Cs = (9”,pksg") | Ca= (9, Pk}g")

Technical Challenge 2

How to achieve the better anonymity guarantee without sacrificing efficiency?
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Shortcoming 3: Inefficient Multi-receiver Transfer

Anonymous Zether only supports single-receiver transaction

o If a sender want to pay t > 1 receivers, he must sequentially executing the basic
protocol ¢ times. This incurs prohibitive overhead for large t and reveals

transaction patterns (sender lies in intersection!)

pk1,1
(9”*, Pk119°)

pks
(97, Pk g™™)

pk1,3
(9", pk8 g™)

pk14
(9”*, Pk149°)

k2.1
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pk3 1
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pk3 2
(97%, Pk5%9°)

pk3,3
(9”2, pk§%9°)

pks
(gﬂs , pkgsg—vs )

pks
(9", pkBrg™")

ka2
(9", Pki59™)

pka 3
(9", Pki59°)

[
(9”4, Pki'49°)




Shortcoming 3: Inefficient Multi-receiver Transfer

Anonymous Zether only supports single-receiver transaction
o If a sender want to pay t > 1 receivers, he must sequentially executing the basic
protocol ¢ times. This incurs prohibitive overhead for large t and reveals
transaction patterns (sender lies in intersection!)
tx1 ~
; 4b
~ X
-
>y ™

@
Technical Challenge 3

How to enable efficient built-in multi-receiver transaction?
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Motivation

Motivated by the state of affairs, this work aims to develop a well-rounded PPABC
that featuring strong security, rich functionality, and high efficiency.
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Motivation

Motivated by the state of affairs, this work aims to develop a well-rounded PPABC
that featuring strong security, rich functionality, and high efficiency.

We present the first account-based cryptocurrency simultaneously achieving:
strong privacy + efficient multi-receiver support

Complexity Security
Systems t Tx Generation  Tx Verification Tx size Insider C. A.
Zether =1 O(v) O(v) Ox(logv) — vV X
PGC =1 O(v) O(v) Ox(logv) — VvV X
Anon.Zether =1 O(nlogn+v) O(nlogn+v) Ox(n+logn+logv) X v X
PriDe CT >1 O(nlogn+nv) O(m+nv) Ox(n+logn+lognv)) X V X
Anon.PGC >1 O(nlogn+tv) O(m+tv) Ox(n+tlogn+logtv)) v

A is the security parameter, v = log Umax is the bit-length of max amounts (e.g., 32 in practice).
t is the number of intended receivers, and n is the size of the anonymity set.
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Outline

© Framework of PPABC
@ Syntax of PPABC
@ Security Model of PPABC
@ Generic Construction of PPABC
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Syntax of PPABC

trusted /transparent

Setup(l)‘) — pp
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Syntax of PPABC

~
-

CreateAccount(?)

l

pks, sky, Cs = Blpky]

trusted /transparent

Setup(l)‘) — pp
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Syntax of PPABC

~
-

CreateAccount(?)
pks: sk, C~15 = B[pks]
!

RevealBalance(sks, C)

l

v

trusted /transparent

Setup(l)‘) — pp
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Syntax of PPABC

trusted /transparent
Setup(1*) — pp Read Tx(sk, tx)

N

CreateTx(pks, sks, {pky., vy, }t_;) — tx = (memo, aux
.ﬁ l — T 0” o a
t lLC
PR C) ki phe, phr,

CreateAccount(?)

l

pks: sk, Cst = B[pks]
1

RevealBalance(sk,, C)

l

v
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Syntax of PPABC

trusted /transparent
Setup(1*) = pp ReadTx(sk, tx)

N

M@ CreateTx(pks, sks, {pkr,, vr, }iey) — tx = (meﬂ“"?aux) ~ ! z

- l k) e
) , P pkry Py, Dk,
CreateAccount(?) Verify Tx(tx) = 1
l T ‘K"’ : st
pks, sks, és = B[pk's] [
l flegal(memo) _—E

RevealBalance(sk,, C)

l

v
15/65



Syntax of PPABC

trusted/transparent

Setup(1*) — pp Read Tx(sk, tx)

N

M@ CreateTx(pks, sks, {pkr,, vr, }iey) — tx = (meﬂ“"?aux) ~ ! z

- | tprc) .
5 2 P pk?”l pkn pkrt
CreateAccount(?) Verify Tx(tx) = 1 [

pk875ksaés - B[pks] tx g
flegal(memo) =1
1 s

RevealBalance(sks, Cs) UpdateTx(tx, B)
i B := Botx

v
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Desired Feature and Security

Verifiability

Updatability

Authenticity

Soundness

Confidentiality

Anonymity

validity of txs are publicly verifiable

account states are publicly updatable

only owner can generate tx; nobody else can forge

nobody can generate an illegal tx that passes validity check

external observer does not learn the transfer amount

external observer does not learn the identities of sender and recievers
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Security Model of PPABC

The Devil is in the

Det ils

Formalizing security model for PPABC turns out to be tricky

@ strong enough to capture all possible real-world attacks

@ remain clean and handy to use for security reduction
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Formal Security Model: Oracles

register N
honest accounts .

# / :\_ \\\\\\\;;-‘——;> (pk7 8k7 C~'7 /17) —> AhOneSt
.

AN

register T
corrupted accounts L

S » (pk, L, é, 1) — Acorrupt

capture

— O
insider attacks regC
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Formal Security Model: Oracles

#

register

honest accounts

e
S

register

corrupted accounts

capture
insider attacks

— OregC

order honest accounts to conduct tx

ey (pk7 sk, C~'71~)) — Ahonest

’ (pk) J—a é? J—) — Acorrupt

\
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Formal Security Model: Oracles
order honest accounts to conduct tx

\

/ Otrans
\\
\
ask honest accounts to reveal tx

Ol'egH » Oreveal

\
\
\
\
\
I
I

register .
honest accounts
5\:‘ \ \\\;‘>——¥> (pk7 8k7 C7 /17) _> Ahonest Il\
# 5 :
\ Tix
register ///" ________ ’ (pk, 1,0, J—) — Acorrupt
corrupted accounts /,//
capture o /
insider attacks regC
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: Oracles

Formal Security Model:
order honest accounts to conduct tx

Otrans
\
\
\
\
ask honest accounts to reveal tx

regH — Oreveal

\ OextH corrupt honest accounts’ sk

register
honest accounts . i
. !
| I
1 ]
I
]
1

T (pk, sk, C,8) — Anonest

¥ E
T Ty Tix

N -

register )
corrupted accounts 7

capture O
insider attacks regC
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Oracles

/ Otrans

regH — Oreveal

2\

register
honest accounts .

e o
& £

Formal Security Model:

extH

register )
corrupted accounts 7
capture
P — OregC S Oinject

insider attacks

order honest accounts to conduct tx

\
\

ask honest accounts to reveal tx

corrupt honest accounts’ sk
I

inject tx from corrupted-accounts
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Formal Security Model

We estabilish the security of PPABC upon three orthogonal pillars.

@ Authenticity = Theft-Resistance
o Only the rightful owners can authorize transactions.
@ Soundness = Policy-Compliance
e Forcing all transactions to comply with global legality policy.
© Ledger-Indistinguishability = Privacy
o Hiding the transaction graph: both edge (sender-receiver) and weight (amounts)

Next, we present the three game-based definitions (giving A access the above oralces).
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Formal Security Model: Authenticity

Capture theft-resistance: Any PPT adversary without the secret key for pk cannot
generate a valid transaction with account pk as sender, i.e., stealing pk's coins.

o A,
i ’*&l&ip pp < Setup(1*)
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Formal Security Model: Authenticity

Capture theft-resistance: Any PPT adversary without the secret key for pk cannot
generate a valid transaction with account pk as sender, i.e., stealing pk's coins.

*

O .
i “&if pp < Setup(1*)

tx* = (memo*, aux*)

memo* = (t*, (pk},...,pk}), (CT,...,C))
A wins if

tx* ¢ Ty A Verify(tx*) = 1 A 35 € [n] s.t.

Pkj. € Anonest A ReadTx(sk; ,Cy ) <0
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Formal Security Model: Soundness

Capture policy-compliance: Any PPT adversary (even knowing the secret key of
sender) cannot generate a valid transaction with illegal memo.

@ A
i Xﬂ%@ pp < Setup(1*)
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Formal Security Model: Soundness

Capture policy-compliance: Any PPT adversary (even knowing the secret key of
sender) cannot generate a valid transaction with illegal memo.

@ A
pp \ﬂ:i\ » DD Setup(1>‘)

*

tx* = (memo*, aux*)

A wins if
Verify(tx*) = 1 A fiegal(memo*) # 1

21/65



Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

O A\
b tﬂgp pp < Setup(1?)
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Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

O pp .

‘ﬂ&? pp < Setup(1?*)
* * * * * >
pkhonest’ Vhonest,O’ Vhonest,l’ pkcorrupt’ Veorrupt
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Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

o A,
P ml:i\ » PP Setup(l)‘)

* * * * *
pkhonest’ Vhonest,O’ Vhonest,l ) pkcorrupt’ Veorrupt

B 10,1}
pk* - (pkﬁonesta pkzorrupt)
Vi = (vﬁonest,ﬁv V:orrupt)

shuffle both pk* and v*
® Vhonest,0 and Vhonest,1 CONtain exactly one negative element

@ denote the corresponding accounts in pky . as PkS
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Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

o A
bp d%\ » PP Setup(1*)

* * * * *
pkhonest7 Vhonest,O’ Vhonest,l ) pkcorrupt’ Veorrupt

B 10,1}
tx* « CreateTx* (t* Sk: pk* V*) pk* = (pkﬁonestv pkzorrupt)
’ B’ LG . " N
v= (vhonest,ﬁvvcorrupt)

shuffle both pk* and v*
® Vhonest,0 and Vhonest,1 CONtain exactly one negative element

@ denote the corresponding accounts in pky . as PkS
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Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

O A\,
by dﬁ\ » PP Setup(17)

* * * * *
pkhonest’ Vhonest,O’ Vhonest,l ) pkcorrupt’ Veorrupt

B {0,1}
tx* < CreateTx" (t*, Skzﬁ,pk*, VZ,) pk:: = (p}fﬁonesw pl*(zorrupt)
v= (vhonest,ﬁvvcorrupt)
P shuffle both pk* and v*
A wins if 3 =4
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Formal Security Model: Ledger-Indistinguishability

Capture both confidentiality and anonymity: Any PPT adversary without secret key of
an honest account learns nothing about its transfer amount (revealing account’s role).

@) a
bp d%\ » PP Setup(17)

* * * * *
pkhonest7 Vhonest,O’ Vhonest,l ) pkcorrupt) Veorrupt

B {0,1}
tx* < CreateTx" (t*, Skzﬁ,pk*, Vjé) pk: = (p}fﬁonestv pl*(zorrupt)
v= (vhonest,ﬁvvcorrupt)
P shuffle both pk* and v*
A wins if 3 =4

To prevent trivial attacks, A is subject to the following restrictions:
@ t* is identical for both v{; and v} (cause t* will be public in aux);
@ both (pk*,v{)) and (pk™, v}) constitute legal tx
© for each account pk; € pKygnes: @and both v7, there is no overdraft

. * * _ *
© In Phase 2, A can continue to corrupt pk; € pkjnest as long as Vig =1 s



Choice of Building Blocks
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Framework of PPABC: Building Blocks

PKE = (Setup, KeyGen, Enc, Dec)
@ IND-CPA security (single-user setting directly implies multi-user setting)
@ additively homomorphic over Z,

w.l.o.g. KeyGen algorithm induces a hard relation indexed by pppke
Rey = {(pk, sk) | pk = PKE.KeyGen(pppke; sk)}

NIZK = (Setup, CRSGen, Prove, Verify)

@ labeled: prover and verifier can inject a public “label” (context string) into proof
generation and verification algorithms, while adversary is unable to repurpose a
proof under a label [ to a different lable ’.

@ simulation sound extractability

@ adaptive zero-knowledge
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Generic Construction of PPABC: 1/3

Setup(1*): generate pp for PPABC
® PPpke PKE.Setup(1%), ppnizk < NIZK.Setup(1*), crs < NIZK.CRSGen (ppnizk);

@ pick anonymity level n and the max number of coins vmnax of the system.
output pp = (PPpke, PPnizk; CT'S; M, Umax)
CreateAccount(?): create an account with initial balance ©

o (pk,sk) < PKE.KeyGen(pppke), Pk serves as account address
o C «+ PKE.Enc(pk, ; p)

(pk,C) are the public account states, sk is the secret account state

RevealBalance(sk, C): reveal the balance of an account
o ¥ + PKE.Dec(sk, C)

25 /65



Generic Construction of PPABC: 2/3

CreateTx(sks, pks, {pkr,, vr, }i_,): transfer coins from pks to (pky,,...,pky,).
@ generate memo = (¢, AnonSet, C)

o randomly picks (n — ¢t — 1) accounts to form AnonSet = (pky,...,pky) to include
pks and (pky,, ..., pky,) where pke, = pky and pky, = pk,,;
e form corresponding transfer amount vector v = (v1,...,v,) where vy, = v,.,,

’U@S = _Zszlvri’ ,Uj = 0 fOf'j?é {gsa‘elv'nv‘gt};
o encrypt C; + PKE.Enc(pk;,v;; p;) using independent randomness.

@ invoke NIZK.Prove to generate miegal for memo € Liegal as aux info

@ output tx = (memo, aux)

@ Use independent randomness to break correlation among session keys of
multi-receiver encryption ~ solves technical challenge 1 about insider attacks

@ Admit multi-receivers transaction ~ solves technical challenge 3 about built-in
multi-receiver support in syntax sense.
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Generic Construction of PPABC: 2/3
Liegal := (t, AnonSet, C) | I(sk, 45, R, D,v,r) s.t.

o Vi € [n],C; = Enc(pks, vi; pi) AN Y iy vi =0 Lpalanced: balance
e ls¢ (RUD)ARND =1 Lgisjoint: set disjointness
e DC[n|A|Dl=n—t—1AVYjeD,v;=0 L,ero: decoy integrity
@ RC[n]A|R|=tAVje S v € (0,Umax Lpositive: receiver validity

o l; € [n] A (pke,, sk) € Riey N —vg, € (0, Umax] A Dec(sk, Cy.) + v, € [0, Vmax]
Lsolvent: sender solvency
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Generic Construction of PPABC: 2/3
Liegal := (t, AnonSet, C) | I(sk, 45, R, D,v,r) s.t.

o Vi € [n],C; = Enc(pks, vi; pi) AN Y iy vi =0 Lpalanced: balance
e ls¢ (RUD)ANRND =1 Lgisjoint: set disjointness
e DC[n|A|Dl=n—t—1AVYjeD,v;=0 L,ero: decoy integrity
@ RC[n]A|R|=tAVje S v € (0,Umax Lpositive: receiver validity
o (s € [n] A (pke,, 5k) € Riey A —vp, € (0, Umax] A Dec(sk, Co,) + v, € [0, Vmax]

Lgolvent: sender solvency

Lpositive enforces strictly positive transfers to intended receivers

@ align with practice ~ diminish empty transfers

@ binding property of PKE ~ ¢;, R and D must be disjoint = make proof of
Lgisjoint redundant (was exactly the most complex and restricted part in
Anonymous Zether) ~ solves technical challenge 2 about limited anonymity

Llegal is thus S|mpllﬁed to Lbalanced A Lzero “positive A Lsolvent
@ When t = 1, Liega is further simplified to Lpajanced A Lzero A Lsolvent
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Generic Construction of PPABC: 3/3

VerifyTx(tx): on input tx = (memo, aux)
@ parses memo = (¢, AnonSet, C) and aux = Tjegal;
@ check if tx is fresh;

o check if NIZK Verify(crs, memo, megal) = 1.

UpdateTx(tx, B): on input a validated transaction tx = (memo, aux)

@ parses memo = (¢, AnonSet, C);

e for each account pk; € AnonSet; updates its encrypted balance C; = C; + C;.

Read Tx(sk, tx): on input sk and tx = (memo, aux)
@ parse memo = (t, (pk1,...,pkn), (C1,...,Ch));
@ determine i such that sk is the secret key of pk;;
e v < PKE.Dec(sk, C;).

28/65



Security Proof

Theorem 1

If the PKE is IND-CPA secure, and the labeled NIZK is simulation sound extractable
and adaptively zero-knowledge, then the PPABC framework satisfies authenticity,
soundness and ledger-indistinguishability.

@ hardness of Rye, (implied by IND-CPA security of PKE) + simulation sound
extractability and adaptive zero-knowledge of NIZK = authenticity

@ simulation sound extractability of NIZK = adaptive soundness of NIZK =
soundness

@ IND-CPA security of PKE + adaptive zero-knowledge of NIZK = ledger
indistinguishability
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Outline

© An Efficient Instantiation: Anonymous PGC
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Encryption Component: Twisted ElIGamal

memo info Tlegal
- A

A
~"

T'balanced T'solvent Tpositive

t | Anonset | C1,...,Cy

Tlzero

twisted ElGamal
pkl m

rhm Pfrlendly

Tt - MR
Knowledge

Prover

Verifier
@ the right half of ciphertext is exactly a Pedersen commitment
@ even nice, ciphertexts under different public keys share the same com key

seamlessly soldering with ZKPs that accept Pedersen commitments as instances
notably, the (aggregated) Bulletproof and X-protocols for linear relations

31/65



NIZK Component: Tiegal

memo info Tlegal
t {pki }?:1 { (pkfl , gPihvi ) }?:1 Tbalanced T'solvent Tpositive Tzero

L|ega| = (ta {pki}?:h {(pkflhgplhvz) ?:1) | 3(3k7£87R7D7vi7pi) s.t.

o Vi€ [n]u Ci,L - Pkfz A Ci,R - gpihvi N Z?:l U; = 0 Lbalanced
e DC[nJA|Dl=n—t—1AVje€ D,Cjr=gh® Lzero
e RC [TL] A |R‘ =tAVjER, Cj7R = gPih% A (PSS (O,’Umax] Lpositive

o gs S [77] A CZS,R = gws hvts A —Vy, € (07 Umax] /\pkﬂs = QSk ANV* € [07 Umax] Lsolvent

VN o o
grth™ Cy grahms Cy g hms Ch
prove knowledge of openings for some k-subset among n public commitments

without revealing which k-subset
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NIZK Component: Choices of k-out-of-n Proofs

General-purpose ZKPs (e.g., zk-SNARKS): succinct proof size and fast verification, but
incur prohibitive overhead in transforming algebra statement to arithmetic circuit.

Customized k-out-of-n Proofs

o General k-out-of-n Proofs: highly expressive, but the efficiency is poor ~ scales
at least linearly with both n and k.

x1 € L1 xo € Lo x3 € L3 T4 € Ly x5 € Ly Tp € Ly

@ DL-based k-out-of-n proofs: high efficiency = best match

grth™i Co g"3h™s3 Cy g"sh™ms Ch
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Prior Works: DL-Based k-out-of-n Proofs

Breakthrough: Logarithmic Proof Size for k =1
e Groth-Kohlweiss [GK15]: GK 1-out-of-n proof
(quasi)-linear prover/verifer time, O(logn) proof size, but restricted to k = 1 case

Extensions to General k
e Diamond [Dia2l]: many-out-of-many proof
support k > 1, but the k secrets have to lie in one orbit of a public permutation
o Attema et al. [ACF21]: ACF k-out-of-n proof
no restriction for secrets, but the prover/verifier time is O(n(n — k))
@ Zheng et al. [ZGSX23]: any-out-of-many proof
O(n) prover/verifier time, O(logn) proof size, and no restriction for secrets.

Limit — support only homogeneous statements: under the same DL commitment key.

grth™ Cy g"3h™m3 Cy g"sh™s Cn
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Legality Proof: Thajance © Tsolvent © Tpositive©7Tzero

memo info Tlegal
t {pk‘i}?zl {(pkfi,gpihvi)}?zl Tbalance T'solvent Tpositive Tzero
Laero := (C]}R)?:l ’ = (D7 (pj)jED) s.t.
DcnJAN|Dl=n—-t—1AVjeD,Cjr=g"
exactly n —t — 1 of n transfer amounts equal 0
This can be proved via DL-based Homogeneous k-out-of-n Proof
o o o
gmt Ca gms Cy gme Cn

any-out-of-many proof [ZGSX23] is a good choice!
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Legality Proof: mpajance © T'solvent ©Tpositive © 7T zero

memo info Tlegal
t | {pki }?:1 { (pkfl , gP hY7) }?:1 Tbalanced Tsolvent Tpositive Tzero

Lpositive = (Ci,R)?:l ‘ = R’ (Ujapj)jER s.t.
RC AR =tAVYje R,Cjr=g"h" N vje€ (0,Vmax

exactly t of n transfer amounts are positive

This should be proved via DL-based Homogeneous k-out-of-n Range Proof:

o a VN
4 > 4 > 4 >

N M N ) N M
gr1 hv1 €T 02 gr3 hv3 €T 04 gr5 hvs €T Cn

No such proof exists in the literature ~ requiring new design!
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Homogeneous k-out-of-n Range Proof: Technical Challenge

o VN
g"‘l hv1 €T C2 gr3 hngI r5 hvSEI
n commitments k commitments
prove knowledge of prove constraints of
k hidden commitments all k commitments
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Homogeneous k-out-of-n Range Proof: Technical Challenge

oA VN oA
4 | / 4 | / | | /
gr1 A1 €T CZ g7‘3 hv3 €T C4 g'r‘5 hVs €T Cn
n commitments when £ < n k commitments

Homogeneous e o oot
k-out-of-n Proof —> ange Froo
prove knowledge of . . prove constraints of

k hidden commitments all £ commitments

How to feed the hidden commitments to range proof without revealing their indices?
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Homogeneous k-out-of-n Range Proof: Starting Point

GK 1-out-of-n Proof [GK15]

Lomo-100n := (Co, ey Cn—l) ‘ 3(6, 7“) st. /e {0, R 1} ANCy = grhO

P V
1. commit to bits of £ as B PiclcOut M_eT(r:Lh..anism
. G"=G" isa
2. correction terms B, {Hgeg }1o" randomization of C
Hde€07"'7Hd8gmfl LS Z, m = logn
x pi(x) = dgja™ + -

response ¢ _ ‘o 1. B commits to bits? deg(gj) Cm iff j = E

f=(fo;- - fm-1) » OPENINg © 2. G is opened correct|y7 ,]i
G =11, 1, Hi,

@ Pros: range proof for Cy < range proof for G* ~» naturally range proof friendly

@ Cons: only support k£ = 1.
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Homogeneous k-out-of-n Range Proof: A Naive Method for Extending to £ > 1

invoke it k times

1.
2.

commit to bits of £1 as By 1. commit to bits of £;, as By,
correction terms m—1 2. correction terms m1
Huegyr - - - » Heg,, _4 B> {Haeg; Yizo Heegy s -+ - » Heeg,, _y Dk {Haeg, }izo
x x i Zp x x (i Zyp
— —
response f, opening of G’y response f, opening of G,
- —_—> - —_—>
f=(fo, - fm—-1) f=(fo,- - fm-1)
1. Bj commits to bits 1. Bj, commits to bits?
2. G1 opened correctly 2. G, is opened correctly?
_ pj(z) zd _ pj(x) »d
Gfl_[Cj HHdcgd Gfl_[Cj HHdTegd

o Efficiency: both communication and computation complexities are linear in k

prover time = O(knlogn)

verifier time = O(kn)

proof size = O(2klogn)

@ Security: malicious prover could cheat with duplicated index during k invocations
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Homogeneous k-out-of-n Range Proof: Solving Efficiency Issue

Idea: aggregate correction terms via random linear combination.

P B )%
commit the bits of - -
(r,.... 0, to B challenge for batch
e e <£ Zp . .
— Batch Pick-Out Mechanism

agg. correction terms _ -m
ee {Hgeg, }i~ ! G"=G" isa
i Ji=0

degy) - - -5 dldeg,, randomization of [[, C}’
k3

S e &7, Pij(x) = 0jex™ + -
deg(pi,j) =m iff j =¢;
fi= (10, > frm—1) B commits to bits? G = <Cff ...C’;k>m
fi, opening of G (7 is opened correctly? o *
fk:(fk?,o»"wfk,mfl) E— - - T
G = H C’]Ze i, (@) H H(_ffegd

o Efficiency: computation cost is independent of k, communication cost is halved

prover time = O(nlogn) verifier time = O(n)  proof size = O(klogn)
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Homogeneous k-out-of-n Range Proof: Solving Security Issue

k-sized multiset I over universe [n]

k=6

(1,1,2,3,5,7) over [8]

contains distinct elements iff

I is a set

s; := multy(7)

se{0 AT =k (911 0,1,0,1,0) € {0,...

P
commit (¢;)%_, to B
commit s to P

agg. correction terms
Hdegoa s 7I{degm_1
Jdegoa L} =]degm71

B, P
e

€
-«

Hdegi ) Jdegqv

V

challenge for batch
R
e+ 7y

n-dimension vector s; € {0, ...

kT

,6°
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Homogeneous k-out-of-n Range Proof: Solving Security Issue

k-sized multiset I over universe [n] _ Tisaset . m~dimension vector sy € {0,...,k}"
contains distinct elements iff K
k=6 - - s; == multy(7)
(1,1,2,3,5,7) over [§] se{0" Al =k 91,1,0,1,0,1,0) € {0,...,6}8
P v
commit (¢;)%_, to B B, P
commit s to P challenge for batch
el 7
e
agg. correction terms — b _
Hgegys- - - Haeg,, . Hyeg,, Jeg, use the same polynon)mal to
A%yww%% reconstruct a com P’ of s;
’ m x o check its consistency with P
reuse response T = Ly P indeed commits to k “1"s
. P
fi = (fl,Oa---afl,m—l) f;, opening of G P _—m(gel "'gzk) “h"
. P pr P’ 7: commitment to sy
= _
fo = (fr05- -5 fm—1) ST - T
pi,j(x
P =10 O g

41/65



Homogeneous k-out-of-n Range Proof: Seamless Composition

n commitments 0 k commitments
Cy,...,Ch Vieoo o, Vi

| —r |
[ Homogeneous ’ . - ‘ Range Proof

k-out-of-n Proof Bulletproof

sophisticated

"
modification

complete ~ partial blinding partial blinding
aggregate k secret commitments feed into aggregate k public commitments
Cops---,Cy, , Vi,..., Vi
G=(Cpo-Cye e G =rerand([[;C) gmht = ([, V) -

@ Generalize the classic GK 1-out-of-n proof to arbitrary k > 1 case.
@ Preserve range proof friendliness ~ efficient homogeneous k-out-of-n range proof
prover time = O(nlogn) verifier time = O(n)  proof size = O(klogn)
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Legality Proof: palance © T'solvent ©Tpositive © Tzero

memo info Tlegal
t ‘ {pki }?:1 ‘{ (pkfl N }?:1 Thalance Tsolvent Tpositive ‘ Tzero

Lpaianced := (Pki, Ci,1, Ci r)i—1 | (vi, pi)iy s-t.
CiL =pki", Cin=g"h",y v; =0

the ciphertexts are well-formed and sum of v; equals zero
Leowvent = (pki, Co,1, Ci,1, CjiL, Cjr)j=1) | 3 (sk, ls,v* vy, po,) sit.
ls €[] ANCy g =g"h" N —vg, € (0,Vmax] A

~ « / ~ skt
phe, = g™ A (Coop Coom) = b (Cron - Cor)” A0 € [0, 0]
one of v; is negative, and the balance v* is non-negative
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Heterogeneous k-out-of-n Proof: Technical Challenge

We use independent randomness for different public keys, these two proofs requires:

DL-based Heterogeneous k-out-of-n (Range) Proof
prove statements over n public commitments generated under distinct com keys

g thiM Cy g5°hy'® Cy g5 hg'® Cn
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Heterogeneous k-out-of-n Proof: Technical Challenge

We use independent randomness for different public keys, these two proofs requires:

DL-based Heterogeneous k-out-of-n (Range) Proof
prove statements over n public commitments generated under distinct com keys

g thiM Cy g5°hy'® Cy g5 hg'® Cn

Most DL-based homogenerous k-out-of-n proofs [GK15, Dia21] crucially depend on
the homomorphism across sub-statements (C1,...,Cy).

@ when commitment keys are different, homomorphism does not hold anymore

extending DL-based homogenerous k-out-of-n proofs to heterogenerous setting
is non-trival ~» again requiring new design
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Heterogeneous k-out-of-n Proof: Starting Point

ACF k-out-of-n Proof [ACF21]
Lhetero—koon = (k‘,Cl, .. ,Cn) | 3 (I - [n], (’Uj)je[) s.t. |I| =k /\Vj cl: Cj = g“j

—1 _4yn—k .
P reduce koon to noon % (e - (Czl\l/[ EE)ynik SginE =G
=c
1. express [ via polynomial p(X) = 1+ 37" aa'. ol U0—1 Y g 1
1 1
2. compute extended witness o2 o2 1
B g 1
y:(al,...,an,k,p(l)vh...,p(n)vn)EZZ” k. 2 2 T
3. commit to y. .
Y 5 C;n C;" r 11 - g
prove y satisfy n constraints in batch . N
Vi € [n] : g¥n—i+i = cr@) expressed as Taggregate n rows: linear combination
ey — Vi ~ O(n(n—k))

@ Pros: does not rely on cross-commitment homomorphism ~» have the potential to
be adapted to heterogeneous setting

e Cons: prover and verifier complexities are quadratic O(n(n — k))
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Heterogeneous k-out-of-n Proof: Improve Efficiency

Insight: ACF protocol uses polynomial to encode the secret index set I ~» overkill

The ACF's
y= (alan' B an7k7p.(17)kvl7 s up(n)v’ﬂ)
Vi e [n] . (C;z)yl - (C;Z )ynfk . gyn—k+i — CZ

7

MHBy=C
oyt oot g1
(1;2 e (2;2"_k 1 g
M = S : o
: - T R
C’;” C;n 1 - g

dense: n distinct bases per column
aggregate n row vectors of dimension (2n — k)
~ O(n(n —k))
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Heterogeneous k-out-of-n Proof: Improve Efficiency

Insight: ACF protocol uses polynomial to encode the secret index set I ~» overkill
Idea: drop the polynomial and use indication bit vector to encode I.

k-sized set I over universe [n] bit vector s € {0,1}" A (s,1") = k

The ACF’s Ours
y=(a,..., an,k,p(l)kvl, .. oyp(n)vy) Y = (S1,-y5n, 5101, S,0p)
Vi € [n] : (C; ...(C;Z"’ YYn—k . gun—hti = C Vi€ [n]: C; Viginti = C;
MHBy=C M*Hy=C
oot O;lk g 1 crt1 - 1 |g o1
Cc;? c;2 L g e 1 c;b1r 1oy
M=| : L M= | _
c;noe ot g 1 I o | g
dense: n distinct bases per column sparse: 1 non-trival base per column
aggregate n row vectors of dimension (2n — k)  aggregate n row vectors of dimension (2n — k)
~ O(n(n - k)) ~ O(n)
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Heterogeneous k-out-of-n Proof: Enhance Expressiveness

Our new protocol does not require cross-instance homomorphism = naturally extend
to heterogeneous setting just by modifying the bases

crtoo1 1 |g 1 oyt 1 |lg 1
—1 —1
M — 1 G5 1 1 g M — 1 C, 1 1 ¢
1 1 - (1;1 1 - g 1 1 e (1;1 1 - gn
same commitment key g distinct commitment keys g;

@ Improved efficiency: reduce prover and verifier costs from quadratic complexity
O(n(n — k)) to optimal linear complexity O(n)
@ Enhance expressiveness: homogeneous — heterogeneous
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Heterogeneous k-out-of-n Range Proof
Lietero-koon = (ka Cy,..., Cn) | 3 (I - [n]7 (Uja'rj)jef) s.t.
|[I|=kAVjel: C; =g"h"i Nv; € [0,2"]
Idea: Bridge commitments enable range proofs;
witness reuse ensures value consistency for selected indices.

P 1%

1. express I via vector s.

2. generate n bridge commitments V7, ..., V,, with
V; commits to v; using randomness «; iff i € I; otherwise V; commits to 0.

3. compute extended witness
_ ( ) c Z2n—k
Yy =1(81,-..,8n,81V1,81T15. .., 8nUn, SnTn, S1Q1,...,S5nQn D .

4. commit to y. Y

prove y satisfies n constraints in batch
Vi € [n] . gyn+27,—1h31n+2i — CZSz /\gyn,+2i—1h?]3n+i — V'Z_Si
Feed all V4,...,V,, into the range proof
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Advancement in k-out-of-n Proofs

Protocol 1 Efficiency Functionality
Prover Verifier Size General RPF DGH

[GK15] =1 O(nlogn) O(n) Oy (logn) X v X
[Dia21] >0 O(nlog?n)  O(nlogn) Ox(logn) X v X
[ACF21] >0 O(n(n—k)) O(n(n—k)) Ox(logn) v X X
[ZGSX23] >0 O(n) O(n) Ox(logn) v X X
IThomo-koon >0  O(nlogn) O(n) Oy (klogn) v v X
1_Ihetero—koon >0 O(?’L) O(n) O)\ (log TL) 4 X 4

General: arbitrary k-subset  RPF: range-proof friendly = DGH: heterogeneous commitments

o first DL-based homogeneous k-out-of-n proof with range-proof friendliness

o first DL-based heterogeneous k-out-of-n proof with linear prover/verifier costs
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Overview of the Anonymous PGC

Tlegal
A
P
’ t ‘ {pkz}?zl ‘ {pk‘ipi., gri hvi};lzl ‘ Tbalanced ‘ Tsolvent ‘ Tpositive ‘ T'zero ‘
k=n k=1 k=1 k=t k=n—-1-—t
heterogeneous homogeneous
koon range proof koon range proof
heterogeneous ) range proof | homogeneous
linear time friendl
koon proof riendly koon proof
express subset repeat-aggregate
via indication bits enforce distinct index
twisted ElGamal ACF protocol range proof GK protocol
ZKP friendly quadratic time k fixed to 1
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Outline

@ Experimental Results
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Implementation and Evaluation

Implement and Evaluate

@ Homogeneous k-out-of-n proof — Iljomo-koon

range
homo-koon

@ Heterogeneous k-out-of-n proof — Ilpetero-koon

@ Homogeneous k-out-of-n range proof — II
e Transaction layer of Anonymous PGC (prototype)

Experimental Setup
o C++ language
Ubuntu 22.04.05 LTS
Single-threaded configuration
Intel(R) Core(TM) i7-11800 CPU operating at 2.3GHz and 16GB of RAM
Elliptic curve NIST P-256 with 128 bit security
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Homogeneous k-out-of-n (Range) Proof: Performance and Range Proof Friendliness

Evaluate Performance

@ Benchmark homogeneous k-out-of-n proof — Il omo-koon

range

@ Benchmark homogeneous k-out-of-n range proof — II, ="

Evaluate Range Proof Friendliness
@ Benchmark Bulletproofs range proof — Il ange

@ Define and compute the metric:

cost(IT; 8% )

homo-koon
COSt(Hhomo—koon) + COSt(Hrange)

rate =

o Lower rate indicates better range proof friendliness.
o The case rate = 1 means the bridging cost is zero.
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Homogeneous k-out-of-n (Range) Proof: Performance and Range Proof Friendliness

n 25 20 27

Parameters % I 52 53 I 52 53 I 52 53
Thomokoon 27.01 2935 37.05 53.40 60.70 67.61 114.3 127.6 142.7
Prover Time Il ange 11.15 39.45 79.15 10.25 39.55 79.15 10.34 40.15 79.30
(ms) HLiﬁZkoon 37.90 66.70 109.3 63.41 98.55 1424 123.5 165.7 219.9
rate 0.993 0.969 0.941 0.996 0.983 0.970 0.990 0.987 0.990
homokoon  9.10 10.01 12.75 15.15 17.55 20.02 29.01 31.35 36.05
Verifier Time ILrange 3.35 13.01 25.85 3.32 13.03 25.55 3.12 13.04 25.80
(ms) H[;""glz_koon 12.25 22.00 35.65 1840 29.50 44.00 32.04 44.20 60.95
rate 0.983 0.956 0.924 0.996 0.965 0.966 0.997 0.995 0.985
Ilhomo-koon 1404 1884 2524 1568 2144 2912 1732 2404 3300

Proof Size ILrange 622 754 820 622 754 820 622 754 820
(bytes) Ilﬁﬂfz*oon 1994 2606 3312 2158 2866 3700 2322 3126 4088
rate 0.984 0.988 0.991 0.985 0.989 0.991 0.98 0.989 0.992

@ Under all the parameter choices of (n, k), the

cost rate are even below 1.

[ Our homogeneous k-out-of-n proof integrates range proof seamlessly.
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Heterogeneous k-out-of-n Proof: Performance and Comparison

Evaluate Performance
@ Benchmark heterogeneous k-out-of-n proof — Ilhetero-koon (this work)
@ Benchmark k-out-of-n proof [ACF21]

Experimental Details
@ Implementation of the ACF protocol is not publicly available.
@ We implement the ACF protocol in C++

@ The ACF protocol only supports homogeneous statements, we set the
homomorphism F': x +— ¢* for Il etero-koon towards a fair comparison
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Heterogeneous k-out-of-n Proof: Performance and Comparison with ACF Protocol

Parameters n 2° 2 2
k 1 22 23 1 22 23 1 22 23
Prover Time [ACF21] 50.00 46.19 42.12 171.3 165.1 156.2 635.5 622.7 605.2
(ms) Thetero-koon  30.16  30.15  30.14 57.17 57.32 57.15 112.5 1129 113.1
Verifier Time [ACF21] 44.45 41.00 36.05 160.2 153.3 144.9 610.5 598.1 5804
(ms) Ihetero-koon  15.20  15.07 15.06 29.03 29.02 29.00 55.80 55.35 55.70

Proof Size [ACF21] 955 955 955 1087 1087 1087 1219 1219 1219
(bytes) Ihetero-koon 2068 2068 2068 2332 2332 2332 2596 2596 2596

e Compare to the ACF protocol, for n = {25,265 27} and k = {1,22,23}:
proof size doubles
prover time speeds up 1.4 — 5.6, verifier time speeds up 2.4 — 10.9x

Our heterogeneous k-out-of-n proof greatly improves ACF protocol in both func-
tionality and efficiency.
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Anonymous PGC: Performance and Comparison with Anonymous Zether

Evaluate Performance
e Benchmark Anonymous PGC (this work)
e Benchmark Anonymous Zether [Dia21]

Experimental Details

@ Anonymous Zether is built atop BN128 in JavaScript.
e It does not natively support multi-receiver transactions
e It also includes epoch-handling as a countermeasure against replay attacks, which is

not considered in our work.
@ We implement the transaction layer of both Anonymous PGC and Anonymous
Zether atop NIST P-256 in C++

e Dismissing the epoch-handling overhead for both.

e For Anonymous Zether, we conduct ¢ independent single-receiver transactions to
fulfill a t-receiver transaction.
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Anonymous PGC: Performance and Comparison with Anonymous Zether

p " n 24 25 26
arameters t 1 P 23 1 2 P 1 2 B
Gen Time  Anon. Zether 35.95 143.8 287.6 62.61 250.4 500.9 136.1 544.3 1088.5
(ms) Anon. PGC  94.42 190.7 | 271.1 141.8 | 249.9 3319 234.5 | 380.2 4614
Vrfy Time  Anon. Zether 21.46 85.84 171.7 4589 183.6 367.1 121.6 486.2 9724
(ms) Anon. PGC  38.16 | 70.74 96.95 ©59.81 | 94.19 1225 101.1 1452 170.8

Tx. Size  Anon. Zether 3514 14056 28112 4898 19592 39184 7338 29352 58704
(bytes) Anon. PGC 9896 12996 13640 14152 17512 18284 22104 25724 26624

n is the size of the anonymity set, ¢ is the number of receivers.

@ Compared to Anonymous Zether, for 64 size anonymity set and 8 receivers:
tx generation speeds up 2.4, tx verification speeds up 5.7x, tx size reduces 2.2x

In addition to asymptotic improvement and security enhancement, our Anonymous
PGC also exhibits superior concrete performance.
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Anonymous PGC: Performance and Comparison with Anonymous Zether

e e — — — e e e — ——— e e — — —
—e— Anon. Zether, n = 256 —e—Anon. Zether, n = 256 —e— Anon. Zether, n = 256
105 || ~*= Anon. PGC, n = 256 ] 105 ||~ Anon. PGC, n = 256 4 = —s— Anon. PGC, n = 256
— o Q 6 -
g £ g
5 T 1 @
S 10'F 15" 5
5 =1 S
g g T f
&£ 3
b5 5 g
© > 10 E=
10° F E
S S O S R S N R N N S N S NN S R
2[) 21 22 21& 2'1 25 26 27 2(! 21 22 2.‘{ 21 25 2() 27 2() 21 22 215 2'1 2’) 26‘ 27
The number of receivers The number of receivers The number of receivers

e For any fixed anonymity set size n, the costs (tx generation/verification/size) of
Anonymous Zether are roughly ¢ times higher than those of our Anonymous PGC

Anonymous PGC exhibits significantly better scalability in multi-receiver setting. ]
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© Summary
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Summary

Enrich the ZKP Toolbox for Partial Knowledge
@ Extend the GK homogeneous 1-out-of-n proof to general k for the first time
o overcome the technical hurdle mentioned in [ACF21];
o construct efficient DL-based homogeneous k-out-of-n (range) proof.
@ Construct the first DL-based heterogeneous k-out-of-n proof based on ACF proof

o reduce prover and verifier complexity from O(n(n — k)) to O(n);
e expand expressiveness from homogeneous to heterogeneous.

Application: Privacy-Preserving Account-Based Cryptocurrency

@ A generic framework of PPABC from AHE and NIZK: achieving strong security
and built-in multi-receiver support

o resolve open problems in [Dia21] about insider attacks and multi-receiver transfer.
@ Efficient instantiation — Anonymous PGC
e outperform SOTA Anonymous Zether in both security and efficiency.
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